Dev. Collaboration Support System with Biz Partner

Ce (Collaborative Product Commerce eXchange)

Biz Partner Member Subscription - Log-In

Member Subscription
- 1st login
- 2" login (MFA)

- Login PC certification
X How to take action when CPCex connection is not possible

X How to take action if file download is not possible



Member Subscription

» Select “(New)Partners(Biz.Account)” and click [Join CPCeXx]

@ First-time CPCex users must select “(New)Partners(Biz.Account)" to sign-up.

X Existing CPCex users sign up for transfer registration, and refer to a separate transfer registration guide
@ Clicking the “[Join CPCex]" button will display a pop-up window where you can confirm your email

registration information.

¥ Samsung Business Account Subscription Information
// »

/" Login Type Verification your subscription status on this popup.

@ (Old)Partners(B2B) According to the procedure below. You can get permission against cpeex.

O (New)Partners(Biz.Account) 1

And you need to use email on this system to log in. |
@ SEC(Knox)
E-mail Confirm subscription to Samsung Business Account

\ Login to CPCex Join CPCex 2 1

Cancel

Server DRM Document



Member Subscription

% Validation of subscription e-Mail

in Samsung Business Account System.
email subscription information.

registration page.

Samsung Business Account Subscription Information

Verification your subscription status on this popup.

@ Enter the email address you wish to use in the "E-mail” field. This email address will be used as your user ID
@ Click the "Confirm subscription to Samsung Business Account” button. A message will appear showing your
®

Clicking “Sign-up Samsung Business Account” will take you to the Samsung Business Account membership

Message

explain

X Samsung Electronics employees are not eligible to
sign up for a Samsung Business Account.

Samsung Electronics
employees must use it as an
internal user not partner user.

According to the procedure below. You can get permission against cpeex.

And you need to use email on this system to log in. 2

E‘“‘““E z Corfm subsciption o Samsung Busiess Accourt

\\

>

X You are a user who needs to transition from the (old)
B2B Partner to the (new) Samsung Business Account.

Select “(Old)Partners(B2B)”

X It is confirmed as an e-mail address that requires a
new subscription to Samsung Business Account.

Buttone activated

X This user has already completed registration for
Samsung Business Account.

Additional registrations using
the same email address are not
permitted.




Member Subscription

< Self Registration > Create User

@ In the "Business Location” field, select the country where country of your company, not your nationality.
@ The “Business Email” field will automatically fill in your current email address. (Email address is registered as login ID. )
X If you enter an account that is already registered, the following message will appear.
In this case, if you are the first user of CPCex, you must enter another e-mail address. If not, if you are a user who has already
subscribed to the Samsung Biz Account system, you can press the Next button to go to the login page.

(Your login ID is duplicated. If you are a CIAM user, please click the "Next" button to proceed to the login page.)

® When registering as a user, you must consent to providing your email address.

Welcome to Samsung Business Partner Registration

Select your business location V|

i H i MY
g‘ b2b_login_id_mira_kr_043@mailinator.com |

‘ . | agreeto grovide mxemail information * I

Next >




Member Subscription

% Self Registration > Create User > Email Verification
@ Enter the verification code(OTP) you received via email in the verification code field. The code will expire
10 minutes after receiving it.

@ If you wish to receive it again, Click [Resend] to resend the email.

Welcome to Samsung Business Partner Registration

Email Verification

We sent a mail with the verification code to the mail below.

b2b_login_id_mira_kr_043@mailinator.com

o Averification code has been sent to your email.
The code will expire after 10 minutes.

Verification Code *

0211555|

Didn't receive a code oris your code expired? 2

Next >




Member Subscription

Self Registration > Create User > Company Information

Enter the company name and click [Search] to search for a company. (Detailed explanation on the next page)

® ©

The Vendor Code fields are required during registration. They will be automatically filled in after you complete step @.
(If you select “Generate Temporary Company Code" the code will not be automatically filled in. It will be issued upon
registration completion.)

® Check if a temporary company code is being used. If you select "Issue Temporary Company Code" when searching for a
company in "@®" the answer will automatically be "YES."

X If you register using a temporary code, enter detailed company information.

Welcome to Samsung Business Partner Registration

Registration complete

Your information Terms & Privacy

General Information

0 ]

ttttt

Additional Information

Temporary Company Flag =




Member Subscription

L)

*

Self Registration > Create User > Company Information
@ Clicking the [Search] button will open the Company Search pop-up window.
You can search for a company using the company name, business license number, or vendor code in the search window.
@ After selecting a company, click the [Select Company] button to enter the company name.
® If the company is not listed in the search results, click the [Generate Temporary Company Code] button to receive a temporary
code.(Detailed explanation on the next page)

X When searching by Company Name, only companies matching the previously selected Business Location will be displayed.

Company Search
-
Company Name
miracom Q
I'd
Company Information User Information Business License Number Vendor Code

General Information =N
CompanyName* _— . Search result

Company Type & Company Name & Country Vendor Code <

Regular MIRACOM Inc Co., Ltd KR T140-A1
Business Location* State

South Korea

Generate Temporary Company Code Select company }




Member Subscription

L)

*

% Self Registration > Create User > Company Information
If your company doesn't appear when searching for a company name, click the [Generation Temporary Company Code] button.

Enter your company information according to the field names.

CHONC,

You must enter the business license number. (The business license number is important reference information when reviewing the
change of the temporary code to the NERP code in the future.)

X Your Temporary Company Code will be automatically assigned upon registration

F o
Company Search bad [ Company Information | ser Inform.
e General Information
[ somsons Q]
Business License Number Vendor Code Company Name =
e semsang m m
Business Location = State
Search result South Korea Gyunggi-do Sungnam-si Bundang-gu Mi.
Company Type & Company Name & Country © Vvendor Code & Regien city
Gyunggi-do Sungnam-si
@ Street Zip/Postal Code
Migeumilro XX-ro 99999
No Match Found
Company Phone Number Company Fax

Q Condition for Temporary

Generate Temporary Company Code

+82 31-999-0000

+82 31-999-9999

Web Site
[ test.domain.com)

Business License Number

Representative

Vendor Code

Company Code Generation

Use the temporary business code generation when the
company name, business registration number, or vendor code rermporary Company Fiag
cannot be retrieved.

Additional Information

»  When issuing a temporary business code, the user must
manually enter the company information.




Member Subscription

Self Registration > Create User > User Information
@ Enter your user information.

@ This is the additional information field.
+ Samsung employee name (main contact point): Name of Samsung Electronics employee who collaborates
+ Samsung employee e-mail: E-mail of Samsung Electronics employees who collaborate
+ Samsung contact division : It means the business unit to which the Samsung employee you want to collaborate belongs.
Channel Biz Admin of the selected Samsung contact division will be asked to approve your subscription.

* First Name (English), Last Name (English): Enter your English name
® Enter your CPCex ID and check availability. Existing IDs cannot be used.

Welcome to Samsung Business Partner Registration

o o o

Your information Terms & Privacy Registration complete

Additional Information

Samsung Employee name
{Main contact point) * Samsung Employee Emall +

Hong Gil-Dong gildong.hong@samsung.com
‘ User Information

Samsung Contact Division

General Information Mobile eXperlence Business -
Login ID*
b2b_togin_Id_mira_kr_043@mailinator.com Channel-Specific Information

Preferred Language*

First Name (English) * Last Name (English) «
English M Jorls Vankerschaver
First Name
B CPCEXID~
Joris
Last Name = vankerschaver 3 Cpcex ID Check
Vankerschaver
Password < Back Next >

......... @

United States (+1)  ~ (999) 999-9999

Department « Job Title

Logistics -




Member Subscription

X/

% Terms and Conditions Agreement Guide
@ You can agree to all terms and conditions at once.

@ Individual Agreement Guide

« Samsung Business Partner Terms of Use: This section requires you to review and agree to the "Samsung Business Partner System Terms of Use.”
+ CPCex Terms of Use: This section requires you to review and agree to the “CPCex-Specific Terms of Use.”

» Samsung Business Partner Privacy Policy: This section requires you to review and agree to the “Samsung Business Partner System Privacy Policy.”
» CPCex Privacy Policy: This section requires you to review and agree to the “CPCex-Specific Privacy Policy."

* Marketing Consent: This section requires you to review and agree to the "Marketing Consent Policy."

Welcome to Samsung Business Partner Registration

9 (2 (3

Yourinformation Terms & Privacy Registration complete

o I All Agreement I

| agree to the Samsung B2B Terms & Conditions (Required) |

9 | agree to the CPCex Terms & Conditions (Required) |

| agree to the Samsung B2B Privacy Policy (Required) |

| agree to the CPCex Privacy Policy (Required) |

Marketing Consent (Optional) | agree @) Do not agree |

< Back Next >




Member Subscription

% MFA(Samsung Single-ID) Guide
@ If biometric authentication is required for a channel, proceed with [Biometric Method].
@

If biometric authentication is not required for a channel, proceed with selecting [All(SMS, OTP, Bio)].

Welcome to Samsung Business Partner Registration

9 9 ©

Yourinformation Terms & Privacy Registration complete

Multi Factor Authentication

This is Channel default MFA setting that you cannot change.
If you want to change it, after registration, contact your system admin.

(& Biometric method

[ AllL (SMS, OTP, Bio)

Use any methods of authentication of Samsung Single 1D.

< Back Next >




Member Subscription

% After submitting user subscription, the Admin will approve your membership.
* You can log in after your CPCex membership is approved.
* Login is possible after approval from the Partner Admin or Channel Biz Admin.

* You will receive an email notification once your membership is approved.

Registration approval is currently in
progress.




% CPCex 1st login with ID and password approved for subscription
@ Partner users select “(New)Partners(Biz Account)” and click the [Login to CPCex] button.
@ If you go to the login screen of the Samsung Biz Account system, enter the ID (e-mail) and

password approved for subscription, Click Sign-in.

SNMSUNG Business Account ()

Sign In
Sign in with your Samsung Business Account

,,‘v""///i.ogin Type
/,/ @ (Old)Partners(B2B)
, O (New)Partners(Biz.Account)

Login ID (e-mail) *

@ SEC(Knox)

Login to CPCex Join CPCex

Server DRM Document

© 2024 Samsung. All Rights Reserved Contact Us : b2b.ciam@samsung.com



2"d Login (MFA)

Step 1-1) SinglelD Authenticator Enroll  MFA : Multi-Factor Authentication
@ If you log in CPCex, check [Terms of Use] and [Collection and Use of Personal Information] on the screen and click Accept.
@ Select SinglelD Authenticator PIN/Bio as verification option
® Click 'Get started' to start registering SinglelD Authenticator service

SinglelD nglish .
gD =

User Consent Enroll SinglelD Authenticator
Select verification option

2>, Please choose one option from below

SinglelD ©English

Acceptall

0]8%2 (Required)
Enrolled € Enrollment required

Collection and Use of Personal Information H
Required) : 1D

Marketing {Optional) ) 9 @ Singe Authentcator- PIN/Bio ) SlngIeID

Are you over 14 years old? (Required)

Cancel e
Get started

Privacy Policy ~ Tems of Use f 1 1 N’aSu‘C.SE‘E@S&,’FEUﬂgIDW PrivacyPolicy ~ Terms of Use 2001 1 mfasvd sec@samsung.com
SAMSUNG SDS SAMSUNG $DS o ) ” ’ SAMSUNG SDS




2"d Login (MFA)

Step 1-2) SinglelD Authenticator Mobile App Installation (Choose One from the following method)
@ Move to Google Play / App Store through “QR Code” and Install App

Verify Install
Android : Run Google Play > iOS : Run Appstore - Search/Install
10 SingleiD Authenticator Search/Install ‘SinglelD Authenticator’ ‘SinglelD Authenticator’
Install mobile app for authentication
If you already have installed SinglelD Authenticator app, please click 'Next' button to skip this step.
Search ‘SinglelD Authenticator’ in the App Store or scan the QR code below.
e Q E < LI Y]
=laek =] _ _ ¢ SinglelD Authenticator
23 bl o SinglelD Authenticator
K Samsung SDS Co,. Ltd.
a3 i = 1D
t Google Play ‘ App Store [1
iKs ®
Downloads Rated for 3+ @
Can’t find it in the App Store? ' :J‘ :A:;_
=] What's New s Hony
cancel Other apps to try >

\




2"d Login (MFA)

Step 1-2) SinglelD Authenticator Mobile App Installation
(Choose One from the following method)

Verify Install

iD SinglelD Authenticator

Install mobile app for authentication

If you already have installed SinglelD Authenticator app, please click 'Next' button to skip this step.

Search ‘SinglelD Authenticator’ in the App Store or scan the QR code below.

t Google Play ‘ App Store

Can’t find it in the App Store?

Cancel

@ Download the installation file directly from the download link

Download installation file

Download the installation file and Install it on your mobile

- Android user: ¥, Download

- i0os user: X, Download

If you wish to receive download link via SMS, please enter
your mobile number and click 'Send’ button.

+82

Android : When
installing the app, click
“Install anyway” to
install it.

This app is from an unknown source

This app wasn't downloaded from an approved store.
Installing this app may put your security and privacy at
risk. The app may collect your personal information or
cause your data to be lost.

iOS : Press the
“Install” button to
install.

“obj1.kr-

west-1.samsungsdscloud.c...

" would like to install

“SinglelD Authenticator”

SinglelD
Authenticator App
is installed on
mobile phone.




2"d Login (MFA)

Step 1-2) SinglelD Authenticator Mobile App Installation

Download installation file

(Choose One from the following method)

® Move to Google Play / App Store through “SMS"” and Install App

Verify Install

iD SinglelD Authenticator

Install mobile app for authentication

If you already have installed SinglelD Authenticator app, please click 'Next' button to skip this step.

Search ‘SinglelD Authenticator’ in the App Store or scan the QR code below.

=] =]
. I
B
=]

t Google Play ‘ App Store

Can’t find it in the App Store?

Cancel

Download the installation file and Install it on your mobile

phone.

- Android user: ¥, Download
- i0os user: X, Download

If you wish to receive download link via SMS, please
your mobile number and click 'Send’ button.

en

ter

+82

Install the app by
downloading directly to
the URL of the received
character

SinglelD App URL
0S:

Android:

Enter the country
code and
number of the
mobile phone to
receive the
installation URL
text, and click
'‘Send’

SinglelD
Authenticator App
is installed on
mobile phone.




2"d Login (MFA)

11:01

Settings General
. Picture in Picture
Focus

CarPlay
X Screen Time

iPhone Storage

° . General
Step 1-2) In case of iOS, set app trust separately Y

28| Display & Brightness Date & Time

Untrusted Enterprise

On i0S, for the enterprise apps that have been

Developer %! Home Screen & App Library Keyboard
“iPhone Distribution: Samsung SDS e
@ Accessibility Fonts
1 H ] {rLstad, Their antersise apps will not .
Instalied manually, such as Trom a INK, the | U @ veower Lengusga & Region

@8 StandBy tionary

Cancel

device displays a notification that ‘Untrusted Enterprise : # sria searcn

. Face ID & Passcode

Developer’ on the first launch. After you dismiss this LR

VPN & Device Management

message, you can set up trust with the app developer.

@ Launch the iOS SinglelD Authenticator app A

VPN % 77] 22|

ol LTE .

Samsung SDS Co., Ltd.

@ Select ‘Settings’ > General

@ Select ‘'VPN & Device Management’
@ Select ‘'Samsung SDS Co.,Ltd.

® Select ‘Trust Samsung SDS Co.,Ltd’
® Select ‘Trust’ on the dialog box

ETNERS ESOP Moabile Security
ETNER

@ SinglelD for Stghox Verifieg on This iPhone

4

. Samsung SDS Co,, Ltd.

Trust “iPhone Distribution:
Samsung SDS Co., Ltd." Apps



2"d Login (MFA)

Step 1-3) Service registration of SinglelD Authenticator app

@ Enter the screen for service registration

@ Run App screen for service registration

N N
(v) ()
NS S
Verify Install Enroll

iD SinglelD Authenticator

Service registration

Run the mobile app and click '+' button at the top of home screen.
Please scan QR code below or enter manual code. (&

o o

QR code Manual code

32021793

| Mobile S

Registered service °
Iz ot th sersice by sizirg b the 12

testAPI5/secdy

G 325055 (=

# ] o

Hame Althenticator: AR 0

Click the + button
to register the

® Service Registration Completion Screen ~ service

| web

Select One
between QR code
and Manual code

Please choose one below

BB GRooic

IR anual sode

M M M
(V) (V) (V)
o/ \_/ /
Verfy Instal Enroll Complete

i SinglelD Authenticator

Enrollment completed

You can now use SinglelD Authenticator as an authentication method

Sign in with SinglelD Authenticator

(3




2nd Login (MFA)

Step 1-3) Service registration of SinglelID Authenticator app
- Registration of 6-digit PIN information for use when major authentication such as biometric

authentication is not possible

Mobile .!Eﬂu
501 w0 ILTEA

Enter your PIN
o0
Please registar your PIM.
Service registration completed.

I K I R I4 A You can now easily authenticate
| 8 J | 3 ! \ 6 .-I with SinglelD Authenticator.
M R S
P N P
(4, (5] 1)
S S .
TN 7 \ s
| 9 ‘ |: 2 | O |
S S -
Cm‘cn I:. 7 .:I DCIPTO

S




2"d Login (MFA)

Step 2-1) SinglelD biometric authentication login (before authentication time expires)
@ After the first login, automatically move to the SinglelD Authenticator screen

@ When a biometric authentication request push notification message is received on the mobile phone,

proceed with authentication after accessing the APP

® Touch the push notification to run the SinglelD Authenticator App and then run fingerprint or FacelD

biometric authentication

m W LTEE

Authentication Request AS
Authentication request has arrived. Run
the app, complete your authentication.

Authentication Request e .
1D Authentication request has arrived. Run 1
the app, complete your authentication.

@ Bio

Authenticate using SinglelD Authenticator

App push notification has been sent to your mobile phone

Doast
[testAPIGfsecdx] Authentication
. ] is required,

Do you want to verify your
identity?

Face ID

=
5

Check a push notification on your phone
onTEANXL

€
Not receiving app push notifications? click here

Do you want to use a different mobile phone?

Want to view/manage your authenticators? Go to MFA Portal




2"d Login (MFA)

Step 2-1) SinglelD biometric authentication login (after authentication time expires) | aviesicautnenticators
@ When you click the "Click here" link, QR and manual code are displayed at the
bottom of the screen.
@ On the Authenticators tab, click 'Authenticate manually’ & Click Manual code ® ringerprim <
® Enter the manual code of the web screen into the mobile phone and execute
fingerprint / facelD biometric authentication b
et Click ‘Manual code’
On the Authenticators . A x
® E tab, click Authenticate 9 o e
Authenticate using SinglelD Authenticator manually - -
ﬁ e —— Man 1 d
App push notification has been sent to your mobile phone. | | teme o Authentcators
The remaining time to .
authenticate in the L m A If it exceeds more than 3
SinglelD App x +s2c times, the authentication
" [ _— function is locked, but after
Check a push notification on your phone When you CIiCk 5 . t I . b
minutes, re-login can be
When authentication the "Click here" attempted. I
time expires, click @ 1 link, the QR
12][7|7]24]4
Resend to Create a Not receiving app push notification| COde and 9 ‘4” & %
new QR.or. manual code are Security Warning
authentlcatIOI:l COde. — o Do you want to use a different mobile phone? displayed at the ation
and retransmit mobile bottom of the Fece 1o
H H Click Mobile app > ‘Authenticators’ > ‘Authenticate 4\%“2.‘5#15;5‘010_»‘9?‘»4\-}9?
pUSh nOtIflcatlon manually’ and SCZI:;QR code or enter the manual code. L Screen. — Verifyyouridenﬂty
QRlcode Menuslicods Use your fingerprint to verify your identity.
12772444




2"d Login (MFA)

Step 2-1) SinglelD biometric authentication login (after authentication time expires) | avitebtcauthenticators

@® When you click the "Click here" link, QR and manual code are displayed at the -
bottom of the screen.
@ On the Authenticators tab, click 'Authenticate manually’ = Click QR code. F— <
® Scan the QR code of the web screen with the mobile phone and execute
fingerprint / facelD biometric authentication i

Click ‘QR code’

Authenticate manually

On the Authenticators

" o tab, click Authenticate 9 :ﬂm e
Authenticate using SinglelD Authenticator manually -
App push notification has been sent to your mobile phone
The remaining time to —_— Mobile
authenticate in the : ScanOr Cote If it exceeds more than 3

. ] Q o .
times, the authentication

function is locked, but after

SinglelD App
|

L Check a push notification on your phone .
When you click 5 minutes, re-login can be

When authentication the "Click here" attempted.

Yhenlattiente - P
time expires, click 1 link, the QR
Resend to Create a Mot receiving app push notificatior COde and S .t W .
new QR.or. manual code are ecurity Warning
authent'catlon Code Do you want to use a different mobile phone? displayed at the .
and retransmit mobile bottom of the

H H Click Mobile app = ‘Authenticators’ = ‘Authenticate

pu Sh nOtlflcatlon manually’ and scan QR code or enter the manual code. . screen. e R Verify your identity

QR code Manual code

Use your fingerprint to verify your identity.

CANCEL

12772444




2"d Login (MFA)

I

Step 2-2) SinglelD SMS registration and login

@ After login CPCex, select SMS as the verification option

@ Click Start to register SMS as the authentication method

® Enter the mobile phone number to register and click Send Authe
ntication Code

@ Enter 6 digits authentication code received by SMS & click Verify.

® After successful authentication of 6 digits authentication code,

registration is completed

® Enter 6 digits of authentication code received by mobile phone r

egistered on Single ID and click Verify button - Go to CPCex

system screen after successful SMS authentication

9[] SMs >

Select verification option

Please choose one option from below.

Enrolled € Enrollment required (1)

@  singlein Authenticator - Bio >
ﬁ, SinglelD Authenticator - mOTP bl

Enroll SMS

Please proceed to enrolling SMS as authentication method.

0

SinglelD

Verify Enroll

0 swms

Enroll SMS

ease enroll SMS \'Fae‘mg SMS information

+82

& Singleld Authenticator - TOTP 5 Get started
Cancel

Jerify Enroll

O sms
Enroll SMS

6-digit verification code was sent to <+82-010****0468>.
Please enter the code below in 3 minutes.

® 032

Q82857

@

Verify Enroll Complete

0 sms
Enrollment completed.

You can now use SMS as an authentication method.

©
O~

0 sms

Enter verification code

6-digit verification code was sent to <+82-010****0468>.
Please enter the code below in 3 minutes.

@ 02:23

2 6 99 3|5

@

Do you want to verify with another way?

Do you want to use a different phone number for SMS?




2nd Login (MFA)

Step 2-3) SingleID mOTP registration and login

@ After logging in to CPCex, select mOTP as the
verification option. > Biometric / mOTP / TOTP / PIN
can be registered at once

@ Authentication code is displayed on web screen

® Push notification is displayed on mobile phone

@ If the OTP code displayed in the push notification is
the same as the authentication code number on the
web screen, click the ‘Verify' button, If it is different,

click the 'Cancel’' button

\\

Web

Select verification option

Please choose one option from below.

Enrolled @ Enrollment required (D

s SinglelD Authenticator - Bio >
ﬁ“ SinglelD Authenticator - mOTP >

O sws >

PT' SinglelD Authenticator - TOTP >

Cancel

Want to view/manage your authenticators? Go to MFA Portal

[testAPI5/secdx] Authentication is
required.
Do you want to verify your identity?

No Yes

£ motp

Authenticate using SinglelD Authenticator

@ o256

Check a push notification on your phone.
970091

OTP code EQlsiF M. X

ol EAIE OTP code?t ST AT =2

QIEE USSR

o 854 622




2"d Login (MFA)

Step 3-1) If you change your mobile phone
@ Click on “Do you want to use a different mobile phone?” at the bottom of the authentication screen.
@ If there is a push alarm on the existing mobile phone, select the verification option and complete the authentication.
X If there is no existing device, you must request initialization to the MFA service desk (mfasvd.sec@samsung.com)
- Write that partner user id and usage system are CPCex and send mail by cpchelpdesk@samsung.com
@ Install the app on the new mobile phone and register the service again.

@ In the Change your existing mobile phone screen, click Registration.

Web
SinglelD () SinglelD ©English Singleld SEngish
@ Blo = :
q @ Blo iD SinglelD Authenticator
. . .
Authenticate using SinglelD uthenticate using SingleID Authenticator e Service registration
Authenticator S ——
App push notification has been sent to your mobile phone.
@ 00:46
@ o047 — @1
—
Check a push notification on your phone Change your exisitng mobile phone
Check a push notification on your phone QR code Manual code There is another mobile phone registered with this service.
If you continue to register, you can't use your previously
C Resend " registered mobile phone.
,,: Do you want to continue?
C Resend Not recelving app push notifications? click here 92161689
Not recelving app push notifications? click here Want to view/manage your authenticators? Go to MFA Portal
Do you want to use a different moblle pnnne‘rl
Want to view/manage your authenticators? Go to MFA Portal @ o
Privacy Policy | Terms of Use

Cancel
mfasvd.sec@samsung.com




2"d Login (MFA)

Web

Step 3-2) Changing the mobile number that receives the SMS
@ Click ‘Want to view/manage your authenticator? Go to the MFA Portal’ link
@ Select verification option
other than SMS, authenticate yourself, and log in to the MFA portal
X If there is no other verification option, you must request SMS change to
the MFA service desk (mfasvd.sec@samsung.com): Write CPCex user ID
and usage system CPCex, a mobile phone number before and after the
change, and send an e-mail with cpchelpdesk@samsung.com for reference.
To register a new SMS, click the +Add New button
Select SMS as the verification option to register
Proceed authentication for identity verification
Enter the changed mobile number and click the Send verification Code button.

Enter the 6-digit code received by SMS and click Verify.

CECECONCNONC)

Delete existing number after checking SMS registration normal.
X If you do not delete the existing number, the SMS verification code will be sent to

both mobile phone numbers, which may be a security problem, so you must delete it.

Select verification option

Please choose one option from below.

Enrolled € Enrollment required ()

@ SinglelD Authenticator - Bio >

ﬂ] SinglelD Authenticator - mOTP >

O sus >

ﬁ SinglelD Authenticator - TOTP >
Cancel

annt to view/manage your authenticators? Go to MFA Portal I

Choose an authentication method to enroll

thenticate using SinglelD
Authenticator
—————————

Select verification option

Please choose one option from below.

Enrolled @ Enrollment required ()

@® SinglelD Authenticator - Bio > I
e‘ SinglelD Authenticator - mOTP >

O sms >

ﬂ SinglelD Authenticator - TOTP >

Cancel

Want to view/manage your authenticators? Go to MFA Portal

Enroll

[ sms
Enroll SMS

tering SMS information

Cancel

SinglelD MFA Portal

SMS

0 -s-ramsw

iD SinglelD Authenticator Delete

BB SinglelD Authenticator - mQTP

§ SingielD Authenticator - Bio

3. +Add New -
0 sws
Enroll SMsS
G o2:29
q 313116
G

SinglelD MFA Portal




Login PC certification

% Partner users must specify the PC they will use when accessing CPCex for the first time, and only the designated

PC can access CPCex.

@ If you first log into CPCex, you have to install a program nProtect Online Security(nOS).
@ After nOS is installed successfully, CPCex asks whether the current PC will be used to access CPCex with
your account. when you click [Yes], you can access CPCex immediately.

e
& c 8@ cpc.sec.samsung.net:6443/nosPcCertification.jsp

Guide to User Access PC Authentication for Biz. Partner

e &« » 0@ :

1. Only one PC can be used for each biz. partner user account to CPCex.

the user can use it to access CPCex.

installing the program, the access PC authentication page is displayed.

Then, try to access CPCex.

»Download nProtect Online Security (nOS]

proceed.

hetps://supdate.nprotect.net

= eMail: cpchelpdesk@samsung.com(Tel: +82-31-200-4903)

= The PC initially accessing CPCex is automatically set to the one that can be used for the corresponding account.

o If another PC is used to access CPCex instead of the accessible PC, the administrator approves the use of the PC and
2. For the access PC authentication, it needs to install the nProtect Online Security (nOS) program.
= If nOS is not installed in a PC to be used to access CPCex, the installation guide page is automatically displayed. After

= If the nOS installation guide page is no displayed, click the following link to download the program, and install it.

o It does mot install automatically at IE11.Please add the URL below to IE Internet Options> Security> Trusted Sites and

3. For the information on the access PC authentication, contact cpchelpdesk.

e nos_setup.exe ~

\\

Show all

X

Guide to User Access PC Authentication for Biz. Partner

1. Only one PC can be used for each biz. partner user account to CPCex.

O The PC initially accessing CPCex is automatically set to the one that can be used for the
corresponding account.

O If another PC is used to access CPCex instead of the accessible PC, the administrator approves the use
of the PC and the user can use it to access CPCex.

2. For the access PC authentication, it needs to install the nProtect Online Security (nOS) program.

O If nOS is not installed in a PC to be used to access CPCex, the installation guide page is automatically
displayed. After installing the program. the access PC authentication page is displayed.

[ If the nOS installation guide page is not displayed, click the following link to download the program.
and install it. Then, try to access CPCex.

p Download nProtect Online Security (nOS)

3. For the information on the access PC authentication, contact cpchelpdesk.

[ eMail: cpchelpdesk@samsung.com(Tel: +82-31-200-4903)

Do you want to register this PC to CPCex?

If click [Yes] button, your PC will be registered to CPCex.
If click [MNo] button, go back to CPCex Portal.

@ ==




Login PC certification

< If the OS is reinstalled on the specified PC or CPCex is connected from another PC, the certification procedure
for the changed PC connection is guided.

® When the changed PC first accesses CPCex, the PC certification request screen appears. Enter a reason and click Yes.
X If you are a vendor user (VU) of a partner company, you will be asked to approve the changed PC connection to the vendor

admin (VA). / If you are a vendor admin (VA) of a partner company, you will be asked to approve the changed PC connection to

the user manager of the primary exchange division of Samsung Electronics.

/
x o c
3 CPCex CPCex PC Certification
CPCeX CPCex PC Certification
Authorized PC change approval is not complete.
¥You can use the CPCex system on this PC when the authorized PC change is approved by the authorized PC change process.
The administrator??sAadf The Administrator's approval result is notified to you via e-mail.
CPCex can be accessed from a single PC authorized for each user. If e-mail does not arrive for two days since authorized PC change request, please contact the following
CPCex cannot be accessed from a PC that is not authorized.

Do you want to access CPCex from the PC that you are using now?

Autharized PC change Approval by the Approval by the Completion of
_ . request Vendor Administrator Samsun authorized PC change
If you press [Yes], you will be able to access CPCex from this PC only. & Admin-,st,—a%or <

If you press [Mo], the connection to CPCex will be closed.

Enter a reason to update.

@ If you log into the system when the PC
authentication is being approved, the above screen
describing the approval process is displayed. (Login PC

/I certification is not approved) X If you successfully log into
the system, the PC is set as the PC for your CPCex account.

\\



X How to take action when CPCex access is not possible (1/3)

If you can not log in to the CPCex system or only the blank screen appears even after

logging in, check the following information sequentially and take action.

0 i (1) Check Chrome or Edge's version information through

& hitps/epees.secsamsung net/Windchil ms/View/userDetal dotyserid=EP M1 306191 72007C1076308p + Intemet Exploret
8 Mg e gt g | tpopge 8 Chrome's Help> Chrome information or Edge's Help and

Cede e oo . Feedback> Microsoft Edge information. — Upgrade if it

is not the latest version.
re{Helpdeck)
About Chrome
il

G Google Chrome

gram Instal

Q Chrome is up to date
Version 112.0.5615.138 (Official Build) (64-bit)

£, Adrin
About
i e Microsoft Edge
Version 112.0.1722.58 (Official build) (64-bit)

Confidental © Say Inguire



How to take action when CPCex access is not possible (2/3)

Settings

(2) Edge
1. Ctrl+Shift+Del

l Q_  Search settings

Profiles

Privacy. search, and services
Appearance.

Sidebar

Start, home, and new tabs
Share, copy and paste
‘Cookies and site permissions.
Default browser
Downloads

Languages

Printers
System and performance
Reset settings

Phone and other devices
Accessibility.

S0 0DDxBEPgABBOOD @

About Microsoft Edge

2. Clear search data

- Time range: Select all times

View the sites that we've blocked from tracking you

Exceptions

Allow all trackers on sites you choose

Always use “Strict” P ion when

- Check all checkboxes and run "Clear Now"

Clear| Clear browsing data

Thisingl  Time range

el

| Last hour
Clear Choose what to clear
Browsing history
Choot None >3
Download history
Clear Cookies and other site data
This incl g s orer and Internet Explorer 1 . will be deleted.
B Cached images and files
Frees up 12 MB
Clear Choose what to clear
Clear browsing data for Internet Explorer mode
CIERE 11 it clear your data o very time you exit Microsoft Edge [Ch)
Tocha Jjeeyong7.shim@sam
from this device only
Priva
privacy settings for Mi Edge. Learn more

Send "Do Not Track" requests

Allow sites to check if you have payment methods saved

(2) Chrome
1. Ctrl+Shift+Del

2. Delete Internet Usage History
- Period: Overall
- Cookies, other site data: Check

- Cached images and files: Check

Clear browsing data

Basic Advanced

Timerange Last7 days

Browsing history
Clears history, including in the search box

Cookies and other site data
Signs you out of most sites. You'll stay signed in to your Google Account
so your synced data can be cleared

Cached images and files
Frees up less than 202 MB. Some sites may load more slowly on your
next visit

Search history and other forms of activity may be saved in your Google
Account when you're signed in. You can delete them anytime.

Cancel

JoyDady Shim
Syncing to jaeyong7 .shim@gmail.com
yneing to jaeyong @9

To clear browsing data from this device only, while keeping it in your Google
Account, sign out



X How to take action when CPCex access is not possible (3/3)

(3) After logging in to CPCex, click Install related programs in the menu

on the right side of the initial screen to download and install a file

transfer program that fits your PC environment.

Expense Exchange -~ Development ~ Design v:(,z

| TT———————

Program Install

Most Recent Post

S oept. Admin

Classification Title Requestor Last Updated Date

Design Information Sharing ActiveX Al - Socket A}l Jaeyong Shim 2017-11-27 19:59
Fair Subcontra
Design Information Sharing ActivX Al - Socket Al S = & = 2] L|C}. Jaeyong Shim 2017-11-27 19:52 Bl . onsac tions Act|
Company

Design Information Sharing FW: [THFHHEUG] 1S PCHI ZY =520 2 77 24 Jaeyong Shim 2017-11-27 14:48
Tech. Doc. Pro

Design Information Sharing FW: S 41 17.8-10% CPCEX O] s2 & Jaeyong Shim 2017-11-27 14:4S E :;c|LlLst/Appro
Program Install L3 © Program Install
i | For Assistance, Please Visit CPCex Helpdesk.
* CPCex File Component [3.80ME] install
* High speed File Transfer Agent for Windows [4.93MB] install Now
+ High speed File Transfer Agent for Mac [16.0MEB] install Now
* High speed File Transfer Agent for Ubuntu 32bit [12.9MB] install Now

* High speed File Transfer Agent for Ubuntu 64bit [12.5MB] install Mow




X When you cannot download a file

When downloading an attachment, if the following message is displayed, change the setting as follows:

-
CocFTP

C:#ProgramDatawCPCex¥Downloadwext.cpcex.common.CpcContent

2N ;"_,'35?3“7739“‘“’”‘ AHATHE O Y A= BT EY Select [Personal Setting] > [Use Environment Setting] on the

upper right of CPCex.

' | ma | - Change the file transmission type to HTTP (Browser) or Multi-

Connection (Agent).

@ personal Setting - KMSANGWUN [ Logout
Cex.

Exchange

Confirm || Cancel

Personal Setting © Use Environment Setting

Use Environment

B Max File Transfer Size

Setting

P t Max File :

TFESE.FI;, SEX I 10240 MB List 30 Line hd
Address hook FEMEEr oz
Integrated Category @ File Transmission Type

) HTTP{Browser) HTTP{ActiveX) (@ Multi-Connection(Agent)

Persanal information
modification/withdrawal




